
4 Vendor Security 
Trends Whistic is 
Watching in 2022



If we learned anything in 2021, it’s that third-

party related cyber attacks from bad actors 

are only going to intensify in the coming years. 

Whether it’s Solarwinds, Microsoft Exchange, 

Kaseya, or one of the numerous other attacks 

that made headlines, there was hardly a day 

that went by where a vendor-related data 

breach didn’t make the news.

Recent research by Deloitte has found that 84 

percent of organizations have experienced a 

third-party incident in the last three years, with 

each incident leading to hundreds of millions of 

dollars of financial exposure1.

Because third-party incidents aren’t going 

away anytime soon, both vendors and their 

customers need to become even more vigilant 

when it comes to projecting their security 

posture outward and identifying and mitigating 

potential risks from third and fourth parties.

At Whistic, we’ve identified four key areas in 

the vendor security space we feel are going 

to be important in 2022 and beyond to help us 

fight back and win against potential third-party 

related breaches. They include:

1. Achieving trust through transparency

2. Standardizing the method for sharing 

security information

3. Augmenting vendor assessment programs 

with additional resources

4. Elevating the importance of assessment 

validation 

Over the course of this ebook, we’ll dig deeper 

into each of these topics and provide actionable 

ways you can incorporate them into your vendor 

security strategy going forward.

1 Deloitte Extended enterprise risk management survey 2020

Introduction
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Achieving trust 
through  
transparency

Virtually every software purchase today requires 

a security review before it can be completed, 

and research by G2 shows that 88% of survey 

respondents cited security as the number one 

consideration when making a software purchase2.

If this is the case, then why is the security review 

handled at the tail end of the process? And why 

is it often an adversarial process that results in a 

seemingly never-ending back-and-forth just to get 

responses to security questionnaires and relevant 

certifications and audits?

It doesn’t have to be this way. One of the best 

ways to fight back against third-party incidents 

is to ensure that vendors and customers partner 

together to establish appropriate security measures 

are in place. If we approach the relationship in 

the spirit of partnership, with transparency from 

the buyer regarding security requirements and 

expectations, and transparency from the vendor 

regarding the ability to meet those expectations, 

this sets the stage for a working relationship 

founded upon trust3. The more buyers can create 

an open line of communication and indicate to 

vendors that transparency is more important than 

checking all of the boxes, the better organizations 
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will be able to work together to protect against 

potential threats. 

According to the Whistic 2021 State of 

Transparency and Trust Report, 96% of those 

surveyed indicated they would be more likely to 

purchase from a vendor that is transparent about 

its security practices4. When you proactively 

share your security information at the outset of 

the relationship, even before that information is 

requested, it helps speed up the process for all 

parties. Trust accelerates business.

Publishing and sharing security 
documentation and requirements

A good starting point for vendors is publishing all 

of their security information including completed 

standard questionnaires and frameworks, 

supporting documentation, certifications, and 

audits on their websites and to exchanges like 

the Cloud Security Alliance STAR Registry and 

Whistic Trust Catalog. This makes it easy for 

potential customers to assess your security 

posture before they even engage your business.

Next, vendors should proactively share that 

information with customers and prospects at the 

very beginning of the relationship to show they 

have nothing to hide and start building trust as 

early as possible, enabling the buyer to get an 

accurate view of any gaps that they’ll need to 

collaborate on with the vendor.

On the flip side, companies should be upfront 

about what their security requirements 

for vendors are, what questionnaires and 

frameworks they use as the basis for their 

assessment, whether they require a SOC 2 Type 

II audit or ISO 27001 certification, etc. This can be 

included in your initial outreach to a vendor or 

on your request for proposal. Getting security 

assessments out of the way early speeds up 

both the buying and selling cycle and saves 

InfoSec teams on both sides of the transaction 

time and money.

Hunt for and publish vulnerabilities

As hard as quality assurance and security 

teams try, vulnerabilities will still make it into 

production code. That’s just a fact of life, but just 

because you may have identified and mitigated 

a vulnerability doesn’t mean you are helping 

move the industry forward. This is another area 

companies can work to be more transparent.

Jerry Bryant, senior director of security 

communication, product assurance and security 

at Intel, touts public security reporting in Security 

Magazine. He says, “It’s not enough to simply 

identify and mitigate product vulnerabilities 

effectively. An important aspect of establishing 

security assurance is public disclosure. Industry 

leaders must raise the bar for transparency 

by making product security metrics available 

within the market. This should include details on 

internally and externally identified threats, and 

more.”5

As we highlighted in the 2021 State of 

Transparency and Trust, few companies publish 

information about vulnerability disclosure or 

detailed results from their bug bounty programs. 

But if you want to show customers you take 

security seriously, you’ll be more proactive 

and transparent about engaging with the 

public about identifying and fixing potential 

vulnerabilities in your code6. As Bryant stated, 

once the vulnerability has been found, be quick 

to inform customers and the public about it and 

what efforts you’ve taken to resolve the situation. 

2 G2 2021 Software Buyer Behavior Report
3,4, 6 2021 Whistic State of Transparency and Trust Report
5 Security Magazine, The role of transparency in establishing  
  security assurance, April 23, 2021
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Standardizing the 
method for sharing 
security information 

One of the biggest challenges facing InfoSec 

teams when it comes to responding to a vendor 

assessment request is the sheer volume of 

standard questionnaires and frameworks there are. 

And that’s before we get to custom questionnaires, 

which makes up 71% of assessment requests 

according to industry research7, many of which 

have hundreds of questions.

Because every business and every industry has 

different security requirements, there will likely 

never be one standard questionnaire to rule them 

all—even if there exists a strong set of common 

controls across many of the top frameworks. 

But what is fast becoming the standard is the 

expectation that buyers and sellers alike should 

take a proactive approach to vendor security. 

Whether it’s customers researching or requesting 

security documentation at the beginning of the 

relationship or vendors sharing their security 

profile even before the initial discovery call, 

building the relationship on the foundation of trust 

and transparency is key.

With that in mind, companies should be more 

concerned with the security controls outlined in 

whatever questionnaires, certifications, or audits 
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are provided rather than checking the box that 

your vendor filled out your questionnaire. As 

long as your security requirements are being 

met, it shouldn’t matter where that information 

came from.

Flexibility is key. Don’t demand vendors 

respond to your questionnaire just because 

that’s the way it’s always done. Accepting a 

pre-completed standardized questionnaire will 

save your team time in the long run because 

you won’t have to chase down answers, you’ll 

already have them. They’ll just be in a different 

format.

To further build on that point, we recommend 

vendors build out a robust security profile 

ahead of time that includes all of the relevant 

security documentation customers might need 

to complete an assessment.

Building the perfect profile

At first glance, it might seem like a fool’s 

errand to proactively build and share a security 

profile with your customers because so many 

of assessment requests include custom 

questionnaires, but trust us when we say it’s 

not. According to the 2021 State of Vendor 

Security report, 82% of respondents said they 

would be willing to begin the assessment 

process with an on-demand questionnaire8.

When building out a security profile, you need 

to put a lot of thought into it and make sure you 

are providing all of the relevant information a 

customer might need to assess the risk of your 

company. Putting in the effort in the beginning 

will save your team countless hours down the 

road because you’ll no longer have to respond 

to questionnaire requests as they come in. To 

help you get started, we’ve outlined the key 

elements every security profile should have.

“It’s easier to do all the 
work up front responding 
to questionnaires with 
Whistic than responding to 
each custom questionnaire 
individually.”  
—Bill Marriott, Trust and Security Leader, Atlassian

 
Find the right tool

One of the most frustrating parts of the vendor 

assessment process in the past was how clunky 

and poorly organized security documentation 

was. Most solutions consisted of documents 

in Google Drive or some other repository, 

spreadsheet questionnaires, and emails. It was 

a nightmare to keep track of the status of each 

assessment, especially with the sheer number 

of vendors a typical company assesses in a 

given year.

Luckily, significant advancements have been 

made in recent years and tools, like Whistic 

Profile, have been developed to consolidate 

all of your security documentation in one 

place, making it easy for vendors to share and 

customers to assess.

Put an NDA in place

Proactively sharing and publishing security 

documentation might seem scary, that’s why it’s 

recommended to protect yourself with an NDA. 

In addition, you should have controls in place 

that limit who has access to your information 

and for how long. 
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Provide a brief introduction

Once you’ve got all your t’s crossed and i’s 

dotted and have an NDA in place, provide 

customers with an introduction to the security 

practices at your organization, your stance 

in security, risk, and compliance, contact 

information, along with information on when the 

Profile was last updated.

Upload audits and certifications

You’ve put in the work getting your SOC 

2, ISO 27001, FEDRAMP or any number of 

certifications—now it’s time to show them 

off. Upload all of your relevant security 

certifications and audits so they can easily 

be accessed and viewed by customers and 

prospects while assessing your company.

Complete relevant standard 
questionnaires

InfoSec teams should target the top three 

to five security questionnaires requested 

by their customers and self-assess against 

them. Completing that many questionnaires 

in advance might seem like overkill, but in the 

long run it will save you time and ensure your 

security posture has been thoroughly vetted, 

covering all of the control areas a potential 

customer will want to dig into.

Share over and over again

Once you’ve built a profile, the hard work is 

done. Now you just need to share it proactively 

with customers to build trust early in the sales 

process. This can be accomplished by enabling 

customer-facing teams, including your sales 

reps, to share your profile with their prospects 

when they first engage them rather than 

waiting for the prospect to request it. 

Update and Confirm

Now that you have established a baseline, 

updating and reconfirming that documentation 

becomes much easier. Any changes or 

improvements should be reflected in your 

Questionnaires and Profile. In some cases, 

where there are no material changes, an 

annual confirmation is all that is needed. 

Similar to a Company Policy, they are reviewed 

and approved annually, even if there are no 

changes. Keeping documentation current is key 

to building trust through transparency.

7 https://www.riskrecon.com/third-party-security-risk- 
   management-playbook 
8 2021 Whistic State of Vendor Security Report 
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Augmenting vendor 
assessment  
programs with  
additional resources

Managing a vendor assessment program is hard, 

especially if you’re trying to do it on your own 

with limited resources. In this section, we’ll talk 

about things you can do to offload some of your 

responsibilities to improve the quality of your 

program and help you minimize third party risks in 

your environment.

Value of exchanges is increasing

One of the easiest ways to improve efficiency in 

your vendor assessment is conducting zero-touch 

assessments of security documentation that has 

been published in exchanges like the Whistic Trust 

Catalog and CSA STAR Registry, among others.

Instead of chasing down vendors and wasting time 

in seemingly endless back-and-forth emails, these 

exchanges provide companies with the relevant 

information needed to make a determination on 

the risks associated with adding this particular 

vendor to your environment.

Recent research by Whistic found that 90% of 

survey respondents indicated that if a company’s 
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security documentation was available on-

demand either through an exchange or 

published to the company’s website it would 

speed up the vendor assessment process. 

The research also found that it would save 

InfoSec teams an average of 12.3 hours a week 

assessing vendors9.

The same can be said for vendors responsible 

for responding to questionnaire requests. 

By publishing documentation to exchanges, 

they’re simplifying the process for themselves. 

As mentioned previously, doing the work up 

front saves time and resources in the long run 

because it eliminates many one-off assessment 

requests.

Managed services becoming more 
integral in the vendor assessment 
process

Whether you’re a small business just building 

out your vendor assessment practice or a large 

enterprise with a mature program, managed 

services are likely to play a larger role in the 

process in 2022 and beyond. Managed service 

providers offer expertise that you may be 

lacking and can zero in on the specifics of 

identifying potential risks, and on the other side 

of the transaction they can help you create a 

proactive process that streamlines responses to 

assessment requests. Below are some tips for 

engaging with MSPs:

Define key metrics up front

When engaging with a third-party managed 

service provider, you need to define the key 

metrics on how they will be measured based 

on quality of work, timeliness of service, etc. It’s 

also important to build in credits for scenarios 

when those metrics aren’t met.

Make technology and MSP a package 
deal

It’s best to work with a managed service 

provider that’s bringing the vendor assessment 

technology to the table as well. Managing the 

assessment separate from the MSP is more 

difficult and typically more expensive.

Find an MSP that’s flexible

Every business is different. Just because 

something worked for one of their clients 

doesn’t mean it’s going to work for you. Make 

sure they’re willing to customize the program to 

meet your needs and the maturity level of your 

business. 

Understand the assessment 
methodology

Not all assessments are created equally. Make 

sure you understand the ins and outs of how 

your MSP is going to assess vendors, what level 

of assurance, documentation, and validation 

is going into the process. How thorough the 

assessment is also going to impact the price, so 

keep that in mind when making your decision.

Stay involved

Just because you’re outsourcing the execution 

of your program, doesn’t mean you’re not 

responsible for the oversight and governance 

of it. Managing vendor risk isn’t something that 

you can just set and forget, you should stay 

involved and help shape the direction of the 

process.

9 2021 Whistic State of Vendor Security Report
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Elevating the  
importance of  
assessment  
validation

It’s no secret that the more third parties added 

to your environment the more exposure to risk 

your company has. That’s why Gartner is reporting 

that by 2023, organizational spending on TPRM 

technologies to support due diligence and 

monitoring will increase by 50% 10.

Providing answers to security questionnaires is a 

form of self-assessment that provides the most 

basic level of assurance regarding a company’s 

security posture, while a third-party audit like 

a SOC 2 Type II or a certification like ISO 27001 

is independently validated, thereby carrying 

more weight in an assessment. It’s important 

for companies to understand the spectrum of 

available validation, and dedicate an appropriate 

level of validation to vendor assessments based 

on the criticality and inherent risk of that vendor’s 

product or service.

How much and what type of third-party validation 

your organization uses comes down to how much 

tolerance for risk you have, the specific use-case 

for the vendor’s product or service, and other 
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factors. Regardless of the vendor, we see more 

organizations employing a variety of validation 

methods as they assess their vendors. 

 

Ranking types of assessment 
validation

As mentioned earlier in this section, there 

are a number of ways for you to validate the 

security posture of a vendor. All evaluations 

will start with completed questionnaires and 

other documentation provided by the vendor. 

You will then need to take into consideration 

things like your appetite for risk or your budget 

when determining what other data points are 

needed to validate the vendor’s responses. The 

following are listed in order of the value of the 

validation.

Self-attestation 

Having vendors complete a questionnaire is a 

good place to start the assessment process, 

and for vendors that you consider to be low-

risk, completing the questionnaire may be 

enough. However, for most vendors, you will 

need to do further validation.

Security ratings

External, continuous validation contained in 

security ratings like RiskRecon, BitSight, and 

SecurityScorecard provide you with aggregate 

data of everything that’s known publicly about 

your vendors by scanning web-facing assets. 

This data is valuable, but likely not thorough 

enough.

Internal validation by vendor

Next, you can require the vendor to conduct 

control compliance self-validation using a tool 

like Drata, Vanta, or Whistic and provide a time-

stamped report that shows control compliance 

data as evidence.

Independent audit or certification

One of the best and most common methods for 

validating a vendor’s security compliance is via 

a third-party audit like a SOC 2 Type II or an ISO 

27001 Certification provided by the vendor.

Third-party risk assessment

If you feel the need to go above and beyond 

when validating vendor assessments, you can 

hire a third-party assessor like PwC to conduct 

an assessment of your vendors. This validation 

method is more costly than the others, but it is 

very effective at helping identify risk associated 

with your vendors.

Internal continuous validation

Finally, you can utilize tools like Vanta or Drata 

to automatically and continuously validate 

control compliance of your vendors.

10 Market Guide for Third-Party Risk Management Solutions for  
   Compliance
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How Whistic can help

Security assessments are a double-edged 
sword for many businesses. They have to 
evaluate vendors and respond to vendor 
assessments. With so many assessments 
coming in and out, it can be hard to keep 
a handle on everything. To streamline the 
process for both the buying and selling 
side of the business, you should consider 
implementing a solution that can handle both 
sides of the assessment. 

That’s where Whistic comes in. Whistic is the 
network for assessing, publishing, and sharing 
vendor security information. With Whistic you 
can:

• Automate key activities in the vendor 
assessment process.

• Communicate the information your 
customers need, when they need it.

• Empower customer-facing teams 
to proactively share your security 
documentation.

Visit whistic.com to learn more or to request a 
personalized demo.
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www.whistic.com


